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1. What is the scope of the GDPR? 

 General Data Protection Regulation (EU) 2016/679 or, in brief, the 
GDPR, sets forth the rules on the protection of natural persons with 
regard to the processing of their personal data and on the free movement 
of such data. 

2. When is it expected to come into force? 

 The GDPR provisions shall apply from 25 May 2018. 

3. What are the new principles of reference? 

 The focus has shifted to the controllers and processors’ accountability – 
i.e., to the adoption of such conducts eligible to prove that they have 
consistently put in place the measures aimed at ensuring the application 
of the GDPR, having special regard to the assessment of risks. 

 The activities connected with the assessment of the risks connected with 
the processing operations are fundamental, and include the risk to 
negatively affect the freedoms and rights of the data subjects. Such 
impact shall be evaluated by means of the Data Protection Impact 
Assessment (DPIA). Because of such impact assessment, the controller 
may decide at its discretion whether to commence the processing (after 
taking the suitable steps to ensure sufficient mitigation of risks) or seek 
guidance from the competent supervisory authority on how to deal with 
the residual risks. 

4. What will change for controllers, processors and 
agents? 

 The subjective features and duties of data controllers and processors will 
remain unchanged. Although a “processing agent” has not been 
expressly provided, according to the Italian Data Protection Authority, 
the GDPR does not forbid its designation. 

 In addition, the GDPR: 

 Regulates those instances where the data are jointly processed by 

multiple entities 
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 Specifies the requirements of the instrument whereby the 

controller appoints the data processor 

 Allows for the processor’s ability to designate its subordinate 

processors, for specific processing tasks, subject to compliance 

with the same contractual obligations binding the controller with 

the initial processor 

 Imposes specific obligations at the charge of data processors, 

which differ from those imposed on their respective controllers. 

5. What are the Records of Processing Activities? 

 Data controllers and processors are requested to maintain a record of 
the processing activities carried out by the controllers, or by the 
processors on behalf of the controllers. 

 Organizations with less than 250 employees are relieved from this 
obligation, provided that their processing activities do not entail a risk 
for the rights and freedoms of the data subjects, are not carried out on 
an occasional basis, and do not include atypical categories of data, or 
personal data relating to offences and criminal convictions. The three 
conditions above are alternative and not cumulative. 

 The information that must be contained in the records is set out in 
article 30 of the GDPR. 

6. How should the security measures be assessed? 

 The security measures must “ensure a level of security appropriate to the 
risk” of processing.  

 The assessment will be entrusted to the controller and the processor, on 
a case-by-case basis, subject to the risks that may be specifically detected.  

 Attention is also drawn on the opportunity to adopt specific codes of 
conduct or certification schemes to certify that the implemented security 
measures are fit for purpose.  

7. What are the requirements for service of a notice of 
breach of personal data? 

 Controllers are bound to notify the supervisory authorities within 72 
hours and, in any case, “without undue delay”, of any breach of personal 
data that they may be acquainted with, provided that they believe that 
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risks may arise from such breach to the detriment of the rights and 
freedoms of the data subjects. When the breach is likely to trigger a high 
risk, data subjects must be informed, as well, “without undue delay”. 

 In any event, the data controllers shall keep records of any incurred 
breach of personal data, including where no notice thereof has been 
delivered to the supervisory authority and the data subjects, along with 
the relevant circumstances, consequences, and remedies. 

8. Who is the Data Protection Officer? 

 The designation of the “Data Protection Officer” (DPO) reflects the 
accountability approach that distinguishes the GDPR, since it aims at 
facilitating the controller/processor’s implementation of the GDPR. 
The DPO’s duties include “awareness-raising and training of staff” and 
watching over the performance of the DPIA. In some instances, the 
DPO designation is compulsory, and the GDPR outlines its subjective 
and objective requirements (independence, authority, managerial skills). 

9. What is the legal basis for processing? 

 As a general statement, the legal basis for personal data processing 
consists in consent, fulfilment of contractual obligations, data subjects 
or third parties’ vital interests, statutory obligations binding on the 
controller, public interest, or exercise of public powers, prevailing 
legitimate interest of the controller or third-party recipients of such data. 

 The consent must be “evidenced in writing”. 

 Minors are entitled to give their consent after the age of 14, limited to 
the Information Society services. 

 Under all circumstances, free, specific, informed and unambiguous 
consent must be provided, silent or supposed consent not being allowed 
(pre-ticked form boxes are forbidden). In addition, the consent must be 
given by a “clear, affirmative act or statement”. 

 The request for consent must be presented in a manner that is clearly 
distinguishable from the other requests or statements addressed to the 
data subject. 

 As a general rule, public bodies are not bound to request the consent for 
processing of personal data. 
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10. What are the contents of the data processing 
information? 

 The controller should always disclose the contact details of the DPO 
(Data Protection Officer), if appointed, the legal basis for the processing, 
its legitimate interest, where representing the legal basis for the 
processing, and whether the personal data will be transferred to third 
Countries and, in the affirmative, the means adopted. The controller shall 
expressly indicate the period of storage of the data, the criteria assumed 
to establish its duration, and the right to file a claim before the 
supervisory authority. The information should clearly mention whether 
automated decision-making processes (including profiling) have been 
applied, along with the mechanics underlying these decision-making 
processes and the envisaged consequences for data subjects. 

 In the event that personal data are collected from the data subject, the 
information should be given as soon as these data are collected. Where 
the personal data are not collected from the data subject, directly, the 
information should be given within a reasonable term (which should not 
exceed 1 month thereafter), or as soon as the data are notified (not 
recorded) to third parties or to the data subject. 

11. How will the data subjects’ rights change? 

 The controller must implement any (technical or organizational) measure 
eligible to facilitate data subjects in the enforcement of their rights. The 
processor is bound to cooperate with the controller in view of the 
exercise of the data subjects’ rights. 

 Replies to the data subjects’ claims for any rights (including the right of 
access) must be provided within 1 month, which may be extended to 3 
months under special, complex circumstances. However, the controller 
is bound to acknowledge receipt of a data subject’s request within one 
month, including in case of rejection. 

 As a general rule, acknowledgment must be made in writing, including 
by electronic means. The oral form is only permitted where so requested 
by the data subject. 

 The right of access entails the right to receive a copy of the personal data 
under processing. The envisaged period of storage must be specified, or, 
if not applicable, the criteria adopted to determine such period, and the 
warranties applicable in case the data are transferred towards third 
Countries.  
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 The so-called right “to be forgotten” materializes as a strengthened right 
to erasure of one’s own personal data. In fact, the obligation has been 
laid down for controllers (that have “made the personal data public”: e.g. 
on a website) to circulate the request for erasure to the other controllers 
in charge of the processing of the then erased personal data, including 
“any links to, or copy or replication of, those personal data”.  

 The right to restriction of processing is a broader right than the “stay” 
of processing. It may be enforced in case of breach of the legal basis for 
processing (as an alternative to the erasure of data), or where the data 
subject requests amendments or opposes the processing of data (pending 
the controller’s action in this respect). 

 The right to data portability is one of the new rights provided under the 
GDPR. This right does not apply to non-automated processing. All data 
processed with the data subject’s consent, or pursuant to an agreement 
entered into with the data subject, will benefit from portability, provided 
that the data subject has “supplied” them to the controller. The 
controller must be able to directly transfer all portable data to another 
controller designated by the data subject, where technically practicable.  

12. What are the warranties applicable to data subjects in 
case of automated decision-making processing, 
including profiling? 

 Data subjects have the right not to be subject to any decision solely based 
on automated processing, including profiling, eligible to imply any legal 
consequences at their charge, or any analogous material effects to their 
personality. 

 Exceptions to this principle have been expressly laid down in the GDPR 
to safeguard the protection of personal data of natural persons. 

13. When are transfers of personal data allowed towards 
third Countries or international organizations? 

 In order to make sure that the standards of protection of natural persons 
granted under the GDPR are not jeopardized, personal data may only be 
transferred to third Countries or international organizations where the 
Commission has guaranteed that the level of protection ensured by the 
relevant third Country or international organization is appropriate. In 
such circumstance, or where suitable warranties are given, or specific 
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situations exist, no authorisation will be required, as specified in the 
GDPR. 

14. What are the codes of conduct? 

 The codes of conduct may be drawn up to foster the correct 
implementation of the GDPR, so as to adjust its contents to the specific 
requirements of the various processing environments or the peculiar 
features of micro-, small- and medium-sized businesses. 

 The associations, or other organizations, representing controllers or 
processors may be appointed to draw up the codes. 

15. What is the purpose of certification mechanisms? 

 The GDPR provides for, and promotes, the creation of data protection 
certification mechanisms, seals and marks aimed at providing evidence 
of statutory compliance of the processing activities performed by 
controllers and processors. 

 In this respect, the entities authorized to issue the certificates are the 
competent supervisory authorities (in Italy, the Data Protection 
Authority) and the certification bodies. 

16. What are the duties of the Supervisory Authority? 

 The Supervisory Authorities of each Member State are in charge of 
overseeing the implementation of the GDPR to protect the rights and 
fundamental freedoms of individuals in connection with the processing 
and to foster free movement of personal data in the European Union. 

 The Authorities shall cooperate among them and with the Commission 
to ensure consistency of the GDPR application throughout the Union. 

 The Supervisory Authority of each Member State will be entitled to carry 
out their duties and exercise their powers in full freedom. 

 The Supervisory Authority members will be selected through transparent 
processes and endowed with the qualifications, expertise, and capabilities 
required performing its duties and powers. 
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17. Who is the Master Supervisory Authority? 

 As far as cross-border processing activities are concerned, the 
Supervisory Authority of the sole or leading undertaking of the controller 
or the processor will be entitled to act as master supervisory authority. 
In the event that the claims or breaches in respect of the GDPR 
exclusively concern an undertaking in one sole Member State, or 
materially affect the data subjects only in such Member State, then the 
Supervisory Authority of the relevant Member State will have 
jurisdiction. 

18. What are the applicable penalties? 

 In compliance with the GDPR, the Italian approach was to limit as much 
as possible any criminal penalties, while privileging administrative fines.  

 Penalties of an effective, proportionate and dissuasive nature will be 
imposed by the competent Supervisory Authorities on a progressive 
basis, in contemplation of a number of matters. 

 Administrative fines may be imposed up to Euro 20,000,000 or, as 
regards businesses, up to 4% of their worldwide annual turnover of the 
then previous year, if higher. 
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